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OcHoBbl knbepbesonacHocTn 1.0.
O6nacTb NPUMEHEHUS U coaepXaHne

MocnegHee o6HoBNeHue 3 siHBaps 2018 r.

Llenesas ayourtopus

Kypc «OcHosbi kubepbesonacHocmu 1.0» npeAHa3HayveH s CTYAEHTOB, 3anHTepecoBaHHbIX B 6onee
yrnybneHHom naydeHun knbepbesonacHocTn. B aTom nogrotoButensHOM kypce 0630pHO npegocTtaBneHa cdepa
knbepbesonacHocTu. B y4ebHOM Kypce u3yyarloTcs XapakTepUCTUKN KNbepnpecTynHNKOB U TaKTUKK,
ucnonb3yemble umn. Kpome Toro, B HeM pacckasbiBaeTCs O TEXHONOIMSX, CpecTBax 1 npoueaypax, KotTopble
cneumanucTbl No knbepbeszonacHOCTM MCNonb3yT Ana 6opbbbl ¢ KMGEpPNPECTYNHOCTLI. dTa NporpaMmma
NOAXOAUT ANS yYalmxcs C CaMbIM pa3HbIM YPOBHEM 06pa3oBaHus, KOTOPble 00y4arTCs B pa3nuyHbIX y4eOHbIX
3aBeeHUsAX, Cpean KOTOPbIX CPeAHAN LWKona (Ha 6a3e Kak AeBSATU, Tak U OQUMHHAALUATU NET), YHUBEPCUTETDI,
Konneaxu, npoeccnoHanbHble U TEXHUYECKUE yYunuLia.

M peaoBapuTeribHaa noaroToBka

Ons nprobpeTeHnsi Heo6XoaMMbIX HABLIKOB CTYAEHTbI AOMKHbI ObITb 3HAKOMbI C COAEPKaHUEM
npeaBapuTenbHOro Kypca:

e BBeaeHue B knbepbesonacHocTb 2.0

Llenu cepTtudumkauum
[ns atoro kypca uenesble cepTudukauumn He NpeaycMOTPEHbI

Onucanune yyebHoro nnaHa
B Kypce nmeeTca MHOro hyHKLMIN, MOMOraloLwmX y4alMMCs NOHATL CneayoLime KOHLEenumm.

e HacbilweHHoe MynbTUMEANAHOE CoAepKaHue, BKIYas MHTEPaKTUBHbIE YNpaXHEHWs, BUAEO, Urpbl
N KOHTPOIbHbIe paboTkl, 0b6ecneumBaeT pasHble CTUNM 0ByYeHusl, CTUMYNUPYeT UHTepec K yyebe
W ynyJdwiaeT 3anoMuHaHue matepuana

e [pakTuyeckue naGopatopHble paboTbl M 06yyaloLLiMe yNpaXHEHUSI HA OCHOBE MOLENUPOBAHWSI
C “cnonb3oBaHueM nporpammbl Packet Tracer cnocoGCTBYIOT Pa3BUTUIO Y YHALLMXCS KPUTUYECKOTO
MbILLMEHWSI Y HABBLIKOB PELLEHMUSI CMOXHbIX NPoGrem

. HoBaTopckas cuctema atrecrtaumm obecneuynBaet HeMeONneHHYto 06paTHle CBSA3b A9 OLEHKN 3HaHWUI
n I'IpVI06p6TEHHbIX HaBbIKOB.

L] TexHunyeckue NnpuHLMMbI OO BACHSIIOTCA A3bLIKOM, KOTOpPbIA AOCTYMNEH CTYAEHTaM BCEX YPOBHEN,
a BCTPOEHHble MHTePaKTUBHbIE 3adaHnA obner4yarT NOHUMaHue cogepXxmnmoro n CI'IOCO6CTByI'OT
YKpenneHnto 3HakomcTBa C Mmatepuanom

e YyeOHbIi NnaH nobyxgaeT yvalmxcs 3agymaTtbes 0 AONONHUTENbLHOM 06pa3oBaHum B cdpepe UT, HO
B HEM TakXke npuaaeTcs ocoboe 3Ha4YeHNe NPUMEHEHUIO HABBLIKOB M NMPAKTUYECKOMY OMbITY

Onepauum Cisco Packet Tracer paspaboTaHbl Ans ncnonb3oBaHus ¢ Packet Tracer Bepcum He Hke 6.3.
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Llenn y4eGHoro kypca

Kypc «OcHosbl kubepbesonacHocmu 1.0» obecneymsaeT nonyyeHne 6a3oBbIX 3HAHWIA 1 HABLIKOB, OXBaTbIBAOLLMX
Bce obnactu knbepbesonacHOCTM — MHOPMaLIMOHHYO 6e3onacHoCTb, 6e30MacHOCTL CUCTEM U CETEN,
6e30MacHOCTb MOBUIBbHBIX YCTPONCTB, (hM3nveckyto 6€30MacHOCTb, ATUYECKME U NPaBOBbIE TPebOBaHUS, TEXHOOMMN
M MeToAbl 3aLUThl 1 MUHMMM3ALMKU MOCNEeACTBUA B xofe obecneyeHns MHpopmaLmoHHo 6e3onacHocTy 6usHeca.

Mocne npoxoxaeHus kypca OcHoebl kubepbesonacHocmu 1.0 y4almecs CMOryT BbINONMHATL CNeaytoLLe 3agaquu.

e HasBaTb OTNINYMTENBHbIE YEPTbl MPECTYMNHUKOB B cdhepe KVI6€p6eSOI'IaCHOCTVI N TeX, KTO UM NMPOTUBOCTOUT;

e 0OBACHUTB, Kak npuHUUNbI KOH(*)VI,D,eHLI,VIaJ'IbHOCTI/I, LeTOCTHOCTUN U AOCTYMHOCTN COOTHOCATCA
C COCTOAHUAMU OaHHbLIX U cpeacTBamMu I'IpOTVIBOJJ,eVICTBVIFI yrposam 6e3onacHocTy;

e onucaTb TakTKKy, METOAbI 1 NPOLEAYPbI, UCNONb3yeMble KUGeprnpecTynHuKamu;

e MepeyncnuTb cnocobbl 3aLmTbl KOHPUAEHLMANBHOCTU C MOMOLLILIO TEXHOMOMIA, NMPOAYKTOB U Npoueayp;

e nepevncnuTb crnocobbl o6ecneyeHns LEenoCTHOCTM AaHHbIX C NMOMOLLBI0 TEXHOMOMMI, NPOAYKTOB 1 NPoLeayp;
e MepeyncnuTb cnocobbl 0GecneYeHns BbICOKOW AOCTYNMHOCTU C NOMOLLbIO TEXHOMOMIA, NPOAYKTOB U NpoLeayp;

o OB6bsACHUTE, Kak NpodeccuoHanbl No knbepbe3onacHOCTM UCMOSb3YIOT TEXHOMOMM, NPOLECCHI
1 Npoueaypbl ANs 3aWmUTbl BCEX KOMMOHEHTOB CETEBOW MHAPACTPYKTYPbI.

e OOGbACHUTE LieNb 3aKOHOB, OTHOCSLLMXCS K KVI6ep6eSOI'IaCHOCTVI.

MuHUManbHble CUCTEMHbIE Tpe6OBaHI/IFI

YUT06bI Npouecc 0byyeHns kaxaoro yyalierocs Obin onTuMarnbHbIM, PeKOMeHOYeTCsl OpraHn3oBaTh B krnacce oT 12
Ao 15 paboumx mecT n obecneunTb OTAENBHBIN KOMMLIOTEP KaXXAoMy yyallemycs. Ha ogHom nabopaTtopHom
KOMMblOTEpe He OOMMKHO COBMECTHO paboTaTh 6onblue ABYX yYaLLMXCs Npy BbIMONHEHNN nabopaTopHbIX paborT.
Onsa HekoTopbIx NabopaTopHbIx paboT noTpebyeTcs, YToObl KOMMNbIOTEPLI YHaLLMXCS OblNy NOOKHOYEHbI

K NoKarnbHON ceTun.

TpeboBaHua k o6opygosaHuto nadopatopHbix MK
e Kowmnbiotep ¢ O3Y He meHee 2 'b u 8 'b cBo60AHOrO ANCKOBOro NPOCTpaHCTBa

¢ BbicokockopocTHom goctyn B IHTepHeT ang 3arpysku npunoxexmsa Oracle VirtualBox n ¢aiina obpasa
BUPTyanbHOW MaLlVHbI.

O630p nporpamMmmsl
Kypc OcHosebl kubepbesonacHocmu 1.0 AaeT y4awmnmcs BO3MOXHOCTb:!
e MO3HAKOMUTBLCS C MUPOM Knbepbe3onacHOCTM U y3HaTb O MOTMBaLMKN KNOGEPNPECTYNHUKOB U CNeLnanucToB
no kmbepbesonacHocTy;
* Hay4uTbCs OnpeaensTb kKubepaTtakv 1 ux NpU3Hak1, NPoLEeCcChl U KOHTPMEpPbI NHpopMaLMOHHOW Be3onacHoCTw;
e NONyYnTb hyHAAMEHTaNbHbIE 3HAHMS B pa3nnyHbIX obnacTsx 6e30nacHoCTy;

e nprobBpecTu HaBbIKM MO yNpaBreHnto 6e30MacHOCTbI0, UCMONBb30BaHMI0 CPEeACTB KOHTPONS, 3aluThbl
M TEXHOMOrM MUHUMU3aLUKN NOCNEACTBUN;

e y3HaTb 006 3TMYeCKNX TPeboBaHWSX U 3aKOHaxX B ob6racTu MHOpMaLUMoHHON 6e3onacHOCTU 1 MeTofax
pa3paboTkm nonuTmk 6e3onacHoCcTy;

e Yy3HaTb O (byHKLWIFIX cneunanucTos no KVI6ep6€3OI'IaCHOCTI/| N KapbepHbIX BO3MOXHOCTAX.
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OnuncaHnune kypca

Ta6bnuua 1. Onucanue Kypca «OcHoBbI knbepbesonacHoctn 1.0»

naBa 1. Ku6ep6esonacHoctb. Mup mactepoB, repoeB  Ha3BaTb OTNUYMTENbHbIE YepPTbl NPECTYNHUKOB B cdepe

1 NPeCcTYNHUKOB Kn6ep6e30nacHOCTU U TeX, KTO UM NPOTUBOCTOUT;
1.1 Mup knbepbesonacHocTu OnunwwuTe o6Lme YepTbl MUpa knbepbesonacHoCcTu.
1.2 KnbepnpecTynHWK1 NPOTUB CNeLmManucToB no MokaxuTe pasnnuna mexay kKnbepnpectyrnHukamm u TeMu, KTo UM
NpPOTUBOCTOMT.
knbepbesonacHocTn
1.3 ¥Yrposbl 6narococtosiHUio Pacckaxute, kak knbepyrposbl 3aTparvatoT nogen, npeanpustust

1 opraHvsaumn.

1.4 TemHasi cTopoHa mupa knbepbesonacHocTu OnuwwuTe akTopbl, KOTOPbIE BEAYT K PAaCnpOCTPaHEHNIO U POCTY
KnbepnpecTynHocTy.
1.5 OBy4eHne JONONHUTENbHBIX CNELUancToB PacckaxuTte 06 opraHusauusix 1 MHULMaTMBax, HanpaBneHHbIX Ha MOArOTOBKY

6onbLuero Yucna cneumanucToB no knbepbesonacHoCTH.

naga 2. Ky6 kubep6esonacHoctu OB BACHUTL, KaK MPUHLMNbI KOH(PUAEHUNANbHOCTH, LIENTOCTHOCTH
M AOCTYMHOCTU COOTHOCATCSI C COCTOSIHUSIMM AaHHbIX U CpeacTBaMmn
NPOTMBOAENCTBUA yrpo3aM 6e3onacHocTH;

2.1 Ky6 knbepbesonacHoctu OnucbiBatoTCs TpU rpaHu ky6a MakKambepa.

2.2 Tpuapa «KUO» OnuwmnTe NPUHLMNbLI KOHMAEHUMANBLHOCTM, LLeNOCTHOCTU U AOCTYMHOCTMU.
2.3 COoCTOsIHUSI AaHHbIX OnuwmnTe pasnuuns Tpex COCTOSHUN AaHHbIX.

2.4 CpepacTsa NpoOTMBOAENCTBMS yrpo3am 6e3onacHoCTv CpaBHWTe TUMbl CPEACTB NPOTUBOAEWCTBUSA Yyrpo3am 6e30nacHOCTU.

2.5 ApxutekTypa ynpasneHusi 6esonacHocTbto UT-cpeapl Onuwute mogens knbepbesonacHocTn B cooTBeTCcTBUM C I1SO.

naBa 3. Yrpo3bl kn6ep6e3onacHoCTU, yA3BUMOCTH OnuwuTe TaKTUKY, MeToAbl U NpoLeaypbl, UCNoNb3yeMble

CUCTEMbI KMGEPGESOHBCHOCTM W aTaku Ha Hee KVIGepI'IpecTyI'IHVIKaMVI.

3.1 BpepoHocHoe MO 1 BpeAOHOCHbI Kog, PaccmoTpute pa3nuyHble Tunbl BpegoHocHoro MO 1 BpegoHOCHOro koaa.
3.2 ObmaH CpaBHWTe pasnuyHble MeToAbl, UCMOMb3yeMble B COLManbHOWM UHXEHEPUN.
3.3 Ataku CpaBHWTe pa3nuyHble TUMbl kubeparak.

aBa 4. Cnoco6bl 3alWuThbl ceKpeTHoWU nHdopmaLmm nepevYncnMTbL cnocobbl 3aWmTbl KOHPUAEHLMaNBEHOCTA C MOMOLLbIO

TeXHONOorumn, NPoAYKTOB M Npoueayp;

4.1 Kpuntorpadus O6bscHUTE, Kak METOAb! WMPOBaHMS 3alumLLa0T KOHPUAEHUMANbHOCTb
[aHHbIX.
4.2 CpepctBa KOHTpOns gocTyna OnuwwuTe, kakum ob6pas3om MeToabl KOHTPONS AOCTyNa 3awuLaT

KOH(bUAEHUManNbHbIE AaHHbIE.

4.3 CoKkpbITVE A@HHbBIX OnuwmnTe KOHLENLMIO COKPLITUSA AaHHbIX.
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na.a 5. MCKyCCTBO obecneyeHns LLENOCTHOCTU AAaHHbIX MepPeYncnuTb cnocobbl obecneyeHns LLeNoCTHOCTU AaHHbIX C MOMOLLbIO

5.1 Buabl CpeacTs KOHTPOSS LENOCTHOCTU AaHHbIX

5.2 Lindbposble nognucu

5.3 CepTucukatsbl

5.4 ObecneyeHune LienocTHOCTN 6a3 AaHHbIX

Fnaea 6. O6nacTb NPMMEHEHUsi KOHLENLUMM «NsiTb
DEeBATOK»

6.1 Bbicokas gocTynHoCTb

6.2 Mepbl MO NOBbILLEHWIO JOCTYMHOCTU

6.3 PearnpoBaHue Ha MHUMAEHTbI

6.4 ABapuiiHoe BOCCTaHOBIEHME

naBa 7. Bo3BepeHue ykpenneHumn

7.1 3awuTa cucTem 1 ycTpoucTs

7.2 MNoBblWeHe HaJeXHOCTU cepBepa

7.3 MoBbILEHe HAAEXHOCTN CETEBON MHPPACTPYKTYpPbI

7.4 ®dusmnyeckas 6esonacHoOCTb 1 6e30nacHOCTb YCNoBUI

paboTbl

naea 8. Bctynnenue B npocdeccnoHanbHoe
coobLecTBO cneLuuanucToB no
knbepbesonacHocTn

8.1 YpoBHu obecneveHuns knbepbesonacHocTu

8.2 MNoHVMMaHWe oTBETCTBEHHOCTU

8.3 Cnepytowwit war

TEXHONIOrMiA, NPOAYKTOB M Npoueayp;

PacckaxuTe 0 npoueccax, Ucnosib3yeMbix Afs 06ecneyeHnsi LeNoCTHOCTY.

O6bsicCHUTE Ha3HayeHne L poBbIX Noanmcei.

O6bACHUTE Ha3HaYeHNe LMPOBbLIX CEPTUCDMKATOB.

O6bscHUTE HeobxoaMMOocCTb B obecnevyeHun LenocTHoCTU 6a3 AaHHbIX.

Mepeuncnute cnoco6bl o6ecneyeHns1 BbICOKOWM AOCTYNHOCTN C NOMOL IO
TEXHONOruMm, NPOAYKTOB U npoueayp.

O6bACHUTE NOHSATUE BbICOKOW AOCTYMHOCTU.

O6bsCHUTE MOBbILLEHME JOCTYMHOCTU C MOMOLLBIO Mep No obecneyveHunto
BbICOKOW JOCTYMHOCTW.

O6bsicHUTE AOCTUXeHue BbICOKOM AOCTYNHOCTU C NOMOLLBIO NnaHa
pearnpoBaHnAa Ha MHUMAOEHTbI.

O6bsicHUTE posb NNaHa aBapUHOTO BOCCTaHOBIEHWS B JOCTUXEHWUMN BbICOKON
AOCTYNHOCTW.

0O6BbAcCHUTE, Kak NpodheccroHanbl No kKM6ep6e3o0nacHOCTU UCNONb3YIT
TeXHONOrnu, Npouecchl U npoueaypbl ANs 3alWKUTbl BCEX KOMMNOHEHTOB
ceTeBOW MHPACTPYKTYpPbI.

O6bsAcHUTE, kaknM 06pa3oM NpoLLEeCChl U NPOLEAYPbI 3aLMLLAI0T CUCTEMY.

MosicHnTe cnocobbl 3aLWThl CEPBEPOB B CETEBON UHPACTPYKTYPE.

MosicHuTe cnocobbl BHeapeHus mep obecneyeHns 6e3onacHOCTM ANs 3aWwuThbl
ceTeBbIX YCTPOWCTB.

OnwvwnTe, Kak BHeApeHue ranyecknx cpeacTB obecneyeHns 6e3onacHocTu
BIMSIET HA 3aLLMTY CETeBOro 06opyAoBaHus.

O6GBbACHUTE LeNnb 3aKOHOB, OTHOCSLLMUXCS K KN6ep6e30nacHOCTH.

Onuwute YPOBHU obecneyeHuns KM6€D6€30I’IaCHOCTM B paMkax Tpuagbl
«KOH(bI/I,EleHLlVIaJ'IbHOCTb, LIeJTOCTHOCTb, JOCTYMHOCTbY.

MosicHWTe 3TUYeckne LieHHOCTY B cdhepe knbepbe3onacHoCTu, 1 Kak umu
PYKOBOACTBOBATHLCS.

PacckaxuTte, kakne AeNCTBUSA HYXXHO BbINONHUTL B AanbHENLeM ANs TOro,
4yTO6bI CTaTb CneuManucTom no knbepbesonacHoCcTU
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